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On 23 October 2015, Michael Ferrante, Principal Project Manager responsible for Oracle Forms, used his 
Twitter account, “@OracleFormsPM“, to announce Version 12c of Forms. The announcement marked the 
end of a long period of waiting, and facts took the place of many rumors.

Oracle Forms has a future – at least until 
2025. Despite vague rumors to the con-
trary, Reports 12c has also been laun-
ched and will survive for another full 
application generation. Users who had 
regularly kept Oracle supplied with sug-
gestions for the new Forms version up 
to the beginning of the year now have 
seen some of these suggestions imple-
mented. Forms 12c has nevertheless 
proved to be a conservative functional 
upgrade from its predecessor, Forms 
11gR2. Important libraries (“webutil.pll“) 
and functions have been carried over 
unchanged, Forms 12c documents co-
pied from existing 11gR2 documents, 
and the functionality of Reports has not 
changed since Version 10g.

At this year‘s DOAG conference, Michael 
Ferrante delivered a helpful presenta-

tion of Forms 12c‘s new features. The 
main changes described in this article 
have been made under the hood. The 
article also draws upon many years of 
experience gained in migration and will 
provide decision-makers with convin-
cing arguments for upgrading to Forms 
12c.

The history

In the mid-1990s, many Oracle custo-
mers opted for Forms as a way of de-
veloping their database applications. 
The choice was also recommended and 
promoted at the time by Oracle Consul-
ting. Release 6iR2, in which two prece-
ding GUI versions (4 and 5) came to 

maturity, was able to enter production 
directly. Sadly, the wave of enthusiasm 
accompanying this development has 
since dissipated, and talk on the mar-
ket is now dominated by Apex, ADF and 
pure Java applications. Projects doubt-
less exist that can be implemented with 
these tools and that deliver impressive 
results with dynamic HTML and Java-
Script.

Many older – but not out-of-date – de-
velopment managers, of whom the au-
thor considers himself one, still main-
tain however that there is no better and 
more productive tool than Oracle Forms 
for projects involving complex database 
models and workflows. This being the 
case, why has Oracle not been as strong 
an advocate as it was in the 1990s? Why 
is greater preference generally given to 



pure Java and HTML-based solutions? 
Why were there only three talks on 
Forms at the DOAG conference – and 
not one of them by Oracle Germany? 
No one really knows. One thing is cer-
tain though: it needn‘t stay that way in 
the years ahead.

The fascination of Forms

As its name implies, Oracle Forms is a 
highly productive tool for the creation 
of forms. Once the development logic of 
Forms has been grasped, phenomenal 
results can be obtained with PL/SQL and 
a few development rules. The logic and 
the basic functionality of triggers, pro-
cedures and parameters can be learned 
relatively easily. Provided programming 
is structured, the database is kept logi-
cal and rules are followed during buil-
ding of the application (style guide, no-
tation, inline documentation, structured 
development, etc.), the result is highly 

sustainable software. You could start a 
new project with Oracle Forms 12 today.

Table 1 shows the main developments. 
The information has been taken from 
the certification tables and Oracle docu-
mentation as at 9 December 2015.

Forms 12c relies upon a new generation 
of databases and browsers. Java proces-
ses run with greater stability than in the 
preceding version. The highlight of the 
new version for the author is the facility 
for standalone access – i.e. without the 
need for a browser.

Forms 12c 
server architecture

For demonstration purposes, Forms/
Reports 12c was installed on a Windows 
2012 R2 server. The HTML pages were to 
be displayed dynamically by “mod_owa“ 
(open source). Oracle 12c Standard Edi-

tion was selected as the database, and 
an SSL certificate installed for access via 
SSL. Users should check that their cho-
sen certificate provider is also on the 
Oracle Java CA list, since browsers such 
as Firefox and Safari otherwise report 
the address as untrusted (even when 
no self-signed JAR files are installed). 
An Apache 2.4 reverse proxy routes the 
connections to Forms in this configura-
tion. In the installation, Reports runs in 
the background using BLOBdestination 
and generates PDF files in the database 
(see Figure 1 and Listing 1).

Security was further enhanced by a 
gateway form. This form is able to per-
form a number of security checks and to 
check the passwords of the destination 
database by global links before a Forms 
session is launched against a producti-
on database (see Figures 2 and 3).

Forms 6iR Forms 11gR Forms 12c 

Date of publication Summer, 2000 January, 2011 October, 2015

Support (extended) 2005 (2008) 2016 (2018) 2020 (2023)

JDK 32-Bit JDK 1.1 JDK 1.6

JDK 64-Bit - JDK 1.7 JDK 1.8

Client environment Installation runtime version JRE 1.7.40+ 
JRE 1.8.51+

JRE 1.7.55+ 
JRE 1.8.51+

PL/SQL version 8.0.6.3 11.1.0.7 11.2.0.3

Database
runs 

„unsupported“ at 8..11g and 12c 
with sqlnet adjustment

10.2, 
11gR1 R2, 

12c R1

11.2.0.4, 12.1.0.2
+ database repository for each 

installation (DEV0..DEV99)

Certificated browsers -
Windows 

IE 8,9,10,11 FF24+ MAC IOS 
Safari 7+, 8+

Windows 
IE 11 

FF 31+ 
MAC IOS (*) 

Safari 8+

SQLNET 8 11 11

Forms/Reports 
client connection via SQLNET 8 (client/server) http/https from browser with 

JRE 1.7,1.8 plug-in

http/https via JRE 1.8 or 
webstart (JNLP) or 

JRE stand alone 
(without JavaScript and SSO)

accessibility no Java Access Bridge with 
JAWS12+

Java Access Bridge with 
JAWS12+

Table 1 (*) a test of Forms 12C with a topical MacBook has worked well. After installation of JRE 1. 8. 66 for Mac the Applet is begun. 
The Java process of the Forms application was indicated in Mac even at the term in the task bar and was finished few seconds after 
closing the browser.



Login database 
with login form

When the application is launched, the 
login form automatically connects to 
the login database. This enables an in-
valid login to be logged before a login to 
the production database is attempted. 
When the password is entered, the login 
database uses a global link to the desti-
nation database to check the password 
(the alias “PROTEST“ for example links 
to “PROD1“). If the password is correct, 
the “NEW“ form connects to “PROD1“ 
through Port 1522. If the password is 
incorrect, the user is rejected.

The login database can also be used as 
a central location for the new Forms 12c 
repository. A second central database 
for storing all asynchronous reports is 
also conceivable. The advantage here is 
that the production databases are not 
encumbered unnecessarily with confi-
guration schemes from Forms 12c and 

large BLOB columns from Reports, over-
loading the online backups. Security re-
quirements can be covered as follows:

• Defense against denial-of-service 
attacks: should the form be flooded 
by a DOS IP, it is terminated imme-
diately, and a warning message is 
sent by e-mail

• Security delays in the event of mul-
tiple login attempts

• No more than one login window 
permitted per client ID

• Login with the same login name 
from multiple computers is not per-
mitted

• Critical Java and browser versions 
are rejected

• Security warnings are sent by 
e-mail in the event of logins at un-
usual times

<VirtualHost colognedata.com:443>
ProxyPreserveHost On
ProxyRequests Off
ServerName colognedata.com
ProxyPass  /forms/ http://127.0.0.1:9001/forms/ 
ProxyPassReverse /forms/ http://127.0.0.1:9001/forms/

</VirtualHost>

Figure 1: Form 12c architecture with a coded https connection

Listing 1: Reverse proxy solution to start Forms

Figure 2: Raised security with added login form



An introduction to the world 
of Forms 12c for autonomous 
learners

Besides the talk by Michael Ferrante at 
the DOAG 2015 conference, the Oracle 
page “http://docs.oracle.com/middlewa-
re/1221/formsandreports/index.html“ 
(see Figure 4) provides a good introducti-
on to the use of Forms 12 c.

The user is advised to study certain 
further documents concerning the sys-
tem requirements before conducting an 
installation and the first tests:

See: “http://www.oracle.com/technetwork/
middleware/ias/downloads/fusion-requi-
rements-100147.html“
Product certifications:
See: “http://www.oracle.com/technetwork/
middleware/ias/downloads/fusion-certifi-
cation-100350.html“
Forms community and support for 12c 
bugs:
See: “https://community.oracle.com/com-
munity/development_tools/forms/cont-
ent“

Conflicts in Forms 12c

Users wishing to keep their forms and 
reports in one directory and to confi-
gure this directory in the “formsweb.
cfg“ configuration file can use the “Wor-
kingDirectory“ applet variable for this 
purpose. This creates a shared runtime 
directory for a configuration. In Forms 
12c, the “FORMS_MODULE_PATH“ varia-
ble must however then be commented 
out in “default.env“ (see Listing 2).

New event types in Forms 12c

Forms 12c is now also able to commu-
nicate with the outside world through 
new system events. New inactivity 
timers can be defined in Forms 12c and 
polled by triggers. In the past, this was 
possible only with Java Beans. For ex-
ample: the new inactivity timer is set to 
30 seconds after accessing of the form 
with “SET_APPLICATION_PROPERTY(CLI-
ENT_IDLE_TIME,30);“. An event of the 
type “System Client-Idle“ is then defined 
and a “WHEN-EVENT-RAISED“ trigger 
created with the command: “messa-
ge(‚Client idle trigger trips ‚ || :system.
last_event);“. The result: after thirty se-
conds of client inactivity, the trigger is 
tripped.

Launching Forms 12c as a 
standalone Java applet wi-
thout a browser

This feature is both very useful and easy 
to implement. It results however in the 
SSO and JavaScript features being lost. 
For the feature to be used, the .jar file 
“frmsal.jar“ must first be installed on 
the client, for example from the author‘s 
demonstration server (see “http://form-
s12c.com/forms/html/fsal.htm“). A local 
batch file for launching Forms (see Lis-
ting 3) can then be created. In this case, 
“frmsal.jar“ is located in the “C:\oracle\
java“ directory. A launch log then ap-
pears in the DOS window (see Listing 4). 
The DOS window is closed automatically 
when the application is closed.

Default.env: 
#FORMS_MODULE_PATH=%FORMS_PATH%

c:
cd C:\oracle\java
java -jar frmsal.jar -url “http://forms12c.com/forms/frmservlet?config=s 
tandaloneapp“ -t 30000

Figure 3: Login

Figure 4: Oracle homepage

Listing 2: Adjustment of the „default.env“

Listing 3: Standalone Java applet start



Latency measurements and 
network analyses in Forms 
12c

As previously in Forms 11gR2, latency 
measurements can be performed by 
the addition of environment variables 
(see Listing 5). The parameters must also 
be entered in the corresponding “jpi“ 
document.

The examples can be accessed in 
http or https on “http://forms12c.de/
demo“. The page also contains the links 
and documents referred to here and a 
copy of the talk on Forms 12c given by 
Michael Ferrante at the DOAG conferen-
ce. In this example, the latency test is 
started by a double click on the roundt-
rips display.

Reading icons from a directo-
ry without a “.jar“ file

Icons can be read in from a launched 
11gR2 or 12c session at runtime. This 
was tested successfully in Forms 12c 
with both the browser and standalone 
versions (see Listing 6). For this purpo-
se, two entries must be made and the 
WebLogic server restarted. A restart is 
also necessary after any future change 
in the icon directory, owing to the cache 
entries. A new “icons“ directory cont-
aining the relevant GIF files must also 
be created under “webutil“.

Migrating from older versions 
of Forms

Users of a current Oracle Forms version 
are familiar with the problem of brow-
sers and Java plugins. Security mecha-
nisms (JavaScript) must be integrated 
in order to prevent “Forms browser“ 

windows from being closed inadvertent-
ly. Browsers such as Firefox and Inter-
net Explorer have their idiosyncrasies. 
As can be seen from the table, certain 
browsers are certified and others not in 
each version. A further problem is the 
purging of the local client Java sessions 
(zombie processes) following a browser 
crash or dropping of the connection. 
These processes can render the system 
unstable. Often, the only solution for 
the user is to log out of the client sys-
tem. Some of these bugs in 11g have 
been fixed in 12c. Migration is limited 
to a batch recompile of all modules. 
The benefits of Forms 12c compared to 
11gR2 are:

• Browser plugins are no longer used 
to access forms
The new standalone solution in 
Forms 12c enables the application 
to be run entirely without a brow-
ser in a Java Runtime Environment 
(JRE). Unfortunately, this comes at 
the price of the loss of certain op-
tions: SSO and JavaScript are then 
no longer supported.

• Support through 2020
At the end of 2016, support for 
11gR2 expires and the fee-ba-
sed “extended support“ begins. 
Furthermore, Mozilla has announ-
ced that from the end of 2016, 
Java plugins will no longer be 
permitted in Firefox. Users must 
also check whether the patch for 
the .jar files has been applied to 
11gR2; the certificates otherwise 
expire at the end of January 2016. 

• Optimized JVM memory management 
of Forms and Reports
A major problem of Version 11gR2 is 
the JVM memory management. Bug 
fixes and optimizations in the new 
version hold the prospect of impro-
vements in this area. The new versi-
on also moves record management 
of a Forms block into the memory. 
With the optimized JVM memory 
method, the report server no lon-

ger needs to be restarted regularly. 

• Integration of BI-Publisher
New products such as BI-Publisher 
can be integrated in a similar way to 
Reports.

 

• Installation of WebUtil without OLE2
For users who do not need OLE2, 
Forms 12c permits installation com-
pletely free of self-signed .jar files 
(“webutil_no_ole“). The supplemen-
tary .jar file for automated integra-
tion of MS Office, which before now 
had to be self-signed (“jacob.jar“), 
is no longer required in this case. 

• New system event types for inactivity 
monitoring
The “timeout.jar“ file can be repla-
ced by new Forms 12c event types. 
This reduces development time and 
eliminates self-signing issues with 
an expensive code-signing certifi-
cate.

Technical arguments for an 
upgrade from 6i to 12c

Only Version 8 of PL/SQL can be used 
for programming in the environment of 
6i, which dates back to the year 2000. 
More recent PL/SQL functions are not 
supported. The same applies to the C 
compiler: legacy C code for interfaces 
can be maintained only with extremely 
old compilers. The JDK 1.1 distributed 
with Forms 6i presents a security risk, 
and its functionality is also that of the 
year 2000. Integration of the database 
with “NET8“ is obsolete. Connection to 
Version 12 of the database requires mo-
dification of “sqlnet.ora“. The arguments 
for abandoning Forms 6i completely are 
as follows:

Archive files are downloaded in the directory C:\Users\COLOGN~1\AppData\Local\Temp\frmsal\12.2.1.0  
Forms-Session-ID: WLS_FORMS.formsapp.51
Proxyhost: null, Proxyport: 0.
Native HTTP implementing is used for connection.
Connecting mode: HTTP.
Version of Forms-Applet: 12.2.1.0

Listing 4



• The continued use of Forms 6i consti-
tutes a security risk
The use of Forms 6i on the intra-
net and over the Internet requires 
an open database port. This makes 
the database susceptible to attack. 
Hacking and abuse of the database 
accounts are possible directly over 
the Internet. The required Version 8 
of SQLNET offers little in the way of 
security functions and dates back to 
2000. As with SQL code, passwords 
are generally transmitted unencryp-
ted. Alexander Kornbrust, an expert 
in the field of database security, de-
monstrated the scale of the security 
risk presented by an open database 
port some time ago and with nume-
rous examples. The risk is high on 
the intranet and catastrophic on the 
Internet. The entire database traffic 
is transmitted down the lines and 
can read with ease.

• A local database installation such as 
that in Forms 6i reveals too much

Forms 6i requires a runtime instal-
lation with NET8. A party aware of 
the database connection can use 
3rd-party tools to create an undesi-
red database connection. A malici-
ous party can easily launch a DOS 
attack with the host address. The 
party always knows the port and 
host address of the database to 
which he logs in. This is difficult to 
prevent.

• Mixed-case passwords are not pos-
sible
Since Oracle transfers passwords to 
Reports in upper case, passwords 
using a combination of upper and 
lower case are not possible. This 
further impairs security. The pass-
words used in the database must 
therefore take account of Forms 6i, 
which in turn reduces the security 
offered by the choice of password.

• Possible overloading of the network 
with 6i modules

Reports for bulk printing or long 
lists may access the database multi-
ple thousands of times. These ope-
rations access the database and the 
network line by line and for hours 
at a time. In some forms, CLOB 
or BLOB columns are transferred 
by Forms line by line to the client. 
Upgrading to Forms 11g/12c allows 
for a considerable improvement 
here. Firstly, the network connec-
tions between the database and 
the report server are short and se-
cure. Secondly, the reports can run 
asynchronously in the background 
on the application server, and do 
not block the client. Forms modules 
with high database traffic also run 
faster on the new Forms versions.
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• Der Betrieb von Forms 6i ist und bleibt 
ein Sicherheitsrisiko
Der Betrieb von Forms 6i im Intranet 
verlangt, wie auch der Betrieb über das 
Internet, einen geöffneten Datenbank-
Port. Damit ist die Datenbank verwund-
bar. Einbrüche und Missbräuche der 
Accounts können über das Netz direkt 
gegen die Datenbank ausgeführt wer-
den. Die geforderte SQLNET Version 8 
bietet wenige Sicherheits-Funktionen 
und ist auf dem Stand des Jahres 2000. 
Passwörter gehen genau wie SQL-Code 
in der Regel unverschlüsselt über die Lei-
tung. Alexander Kornbrust, ein Experte 
auf dem Gebiet der Datenbank-Sicher-
heit, hat schon früh mit vielen Beispie-
len darauf hingewiesen, wie groß das 
Sicherheits-Risiko eines offenen Daten-
bank-Ports ist – im Intranet schlecht, im 
Internet ganz übel. Der gesamte Daten-
bank-Verkehr läuft über die Leitungen 
und kann prima mitgelesen werden.

• Eine lokale Datenbank-Installation wie in 
Forms 6i verrät zu viel
Forms 6i erfordert eine Runtime-Ins-
tallation mit NET8. Wer die Datenbank-
Verbindung kennt, kann mit 3rd-Party-
Tools spielen, um eine unerwünschte 
Datenbank-Verbindung herzustellen. 
Ein Bösewicht kann auch leicht mit der 
Host-Adresse einen DOS-Angriff star-
ten. Er kennt immer den Port und die 
Host-Adresse der Datenbank, an der er 
sich anmeldet – das ist aufwändig ab-
zuwehren.

• Passwörter können nicht im „Mixed-
Case“ betrieben werden
Dadurch, dass Oracle die Passwör-
ter an Reports im „Upper Case“ über-
trägt, fallen Passwörter mit Groß- und 
Kleinschreibung weg. Damit leidet die 
Sicherheit einmal mehr. Die Daten-
bank muss daher bei den Passwörtern 
auf Forms 6i Rücksicht nehmen und 

schränkt die Sicherheit bei der Pass-
wort-Vergabe ein.

• Mögliche Netzwerk-Belastungen mit 6i-
Modulen
Es gibt Reports für den Massendruck 
oder lange Listen, die ein paar tausend 
Mal auf die Datenbank zugreifen. Zeile 
für Zeile werden dabei stundenlang die 
Datenbank und das Netz beschäftigt. In 
manchen Masken werden CLOB- oder 
BLOB-Spalten von Forms zeilenweise auf 
den Client übertragen. Hier ist mit dem 
Umstieg auf Forms 11g/12c eine deutli-
che Optimierung möglich. Erstens sind 
die Netzwege zwischen Datenbank und 
Report-Server kurz und gesichert, zwei-
tens können die Reports asynchron im 
Hintergrund auf dem Applikationsserver 
ihre Arbeit verrichten und legen den Cli-
ent nicht lahm. Auch Forms-Module mit 
viel Datenbank-Traffic laufen auf den 
neuen Forms-Versionen performanter.



Java clients may have to be excluded, 
since they could be unstable. Oracle 
merely recommends switching to 32-bit 
Java versions in the event of problems 
with 64-bit runtime environments.

Not every frame and every pixel inter-
val can be transferred unmodified to 
the new version. Minor manual adapta-
tions will be subsequently be required. 
A future goal in 12c will continue to be 
reducing the network loads. It may on 
occasions be advantageous to generate 
a document on the server first and then 
to send it to the client in full. Good do-
cumentation assists in making the pro-
cess of migrating a module more readily 
comprehensible at a later stage.

Reports 12c

Two points in brief: Reports has not 
been changed since Version 10g, and 
is no longer receiving particular attenti-
on from Oracle. Oracle is not willing to 
say whether a Reports 13c will appear. 
Reports is at any rate no longer being 
developed. We can assume that it will 
continue to stagnate. The good news 
however is that the migration from Re-
ports 6i to Reports 12c involves very litt-
le effort.

Frank Hoffmann
frank.hoffmann@cologne-data.de

http://forms12c.de/demo 
@forms12c

• Security risk with distributed modules
The Forms modules for operation of 
an application can be interchanged 
as desired. The risk of abuse here 
should not be underestimated. The 
authenticity of the application can-
not be assured. It is sufficient to ch-
ange the access paths of the modu-
les in order to infiltrate the system 
with manipulated modules.

Migration from 6i to 12c

An overview of possible changes and 
adaptations can be found in the guide 
to upgrading from Forms 6i to 12c (see 
“http://docs.oracle.com/middleware/1221/
formsandreports/upgrade-forms/index.
html“). The guide has hardly changed 
from the version for 11gR2. The com-
ments made in earlier articles on 11gR2 
are therefore for the most part still va-
lid. In 2012, the author prophetically en-
titled his DOAG talk “Experience gained 
with migration from Forms/Reports 6i to 
Forms/Reports 11.1.2 and 12“. The con-
tent of this talk still stands; only the “c“ 
suffix was not anticipated at that time.

At the start of any given project, the le-
gacy 6i code should be analyzed, either 
by batch export of the modules to XML 
or text, or by smart API tools. Critical se-
arch terms such as “HOST“, “OLE2“, “FFI“, 
“RUN_PRODUCT“ and “TEXT_IO“ assist 
in identifying forms that could present 
problems. In principle, all forms with 
such calls can be migrated automati-
cally; calls on 11g/12c must however be 
tested thoroughly following migration.

WebUtil functions always need a visible 
“canvas“ in order to work; some menu 
calls may require auxiliary forms with 
a “webutil“ canvas. Numerous variants 
could be programmed on Forms 6i that 
run differently on 11gR2, if at all. On 

Unix, Windows fonts may have to be in-
stalled; reports may otherwise appear 
with spurious characters on Unix.

If OLE2 is used, a signed “jacob.jar“ file 
must be integrated. It is worthwhile de-
veloping a concept for integrating new 
12c logic automatically and in a standar-
dized way during migration. Triggers, li-
braries and comments should be added 
consistently in all modules. Some de-
gree of graphics work will be necessary: 
all icons must be converted to .gif files 
with transparent backgrounds. Logos 
could be adapted at the same time and 
16×16 pixel images created for the new 
tab label icons function in Forms 12c.

MDI toolbar and trees require an icon 
that is aligned top left. All other buttons 
require centered icons, ideally of 32×32 
pixels. When an icon is used twice (for 
MDI toolbar and form), two versions of 
the icon must be created. The use of 6i 
and 12c in parallel is recommended in 
order to avoid risks of production fai-
lure. It may however be advantageous 
for further development to be frozen, as 
testing of the new version will otherwise 
always be piecemeal and difficult, since 
it can never be based on a definitive ver-
sion – and may never be completed.

Configuration and deployment should 
not be underestimated; implementa-
tion with WebLogic servers is resour-
ce-intensive, for both client and server. 
If reports are to be developed further, 
the attractive Forms 12c standalone so-
lution of the Forms 12c builder is not 
an option, and as in 11gR2, the result 
is cumbersome and resource-intensive 
installations with at least 4 GB of additi-
onal main memory.

The lines to the forms server must be 
tested for latency in access tests. In se-
curity networks, the ability of the local 
DNS server to resolve the certificates of 
the Java applets must be checked. 64-bit 

Formsweb.cfg:
latencyCheck=true # latency measurement of 1. 4 kb and 64 kb packages 
networkStats=true # display roundtrips and transference volume

Formsweb.cfg: imageBase=documentBase
Registry.dat: default.icons.iconpath=webutil/icons/

Listing 5: Latency measurement with Forms 12c

Listing 6: Icons import from “webutil“-directory


